
Creating DocuSign App 

1. Login to Demo DocuSign website. 

 

2. Open Settings. 

 

3. Open App and Keys. 

 

4. Click Add App and Integration Key. 

 

5. Enter App Name. 

6. Click Create App. 

 

7. Click Generate RSA under Authentication section. 



 

8. Once RSA Keypair is generated, copy RSA Private Key.  

 

 
NOTE! Copied RSA Private Key should contain “-----BEGIN RSA PRIVATE KEY-----” and “-----END RSA PRIVATE KEY-----
” rows too. 

 

 

 

 

 



9. Paste RSA Private Key to Notepad. 

 

10. Save file with “.pem” extension. 

 

11. Click Add URI under Additional Settings section. 

12. Set URI to https://localhost. 

13. Click Save. 

 

14. Browse the link: 

https://account-

d.docusign.com/oauth/auth?response_type=code&scope=signature+impersonation&client_id=XXXXXXXX-XXXX-

XXXX-XXX-XXXXXXXXXXXX&redirect_uri=https://localhost 

 
NOTE! 
a. Replace XXXXXXXX-XXXX-XXXX-XXX-XXXXXXXXXXXX by your Integration Key. 
b. Use https://account-d.docusign.com on development environment. 
c. Use https://account.docusign.com on production environment. 

 

https://localhost/
https://account-d.docusign.com/
https://account.docusign.com/


15. Click Allow Access. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Installing DocuSignAPI Service Broker 

1. Download the zip file. 

2. Right click and choose Properties. 

3. Unblock the file. 

4. Click Apply. 

5. Click OK. 

6. Right click the zip file and choose Extract All. 

Note: The installation will fail if the zip file is opened windows explorer and files copied from there without 

extracting. 

7. Open the extracted folder. 

8. Select DocuSignAPI.zip. 

9. Right click and choose Properties. 

10. Unblock the file. 

11. Click Apply. 

12. Click OK. 

13. Right click the zip file and choose Extract All. 

Note: The installation will fail if the zip file is opened windows explorer and files copied from there without 

extracting. 

14. Copy 7 DLLs to the K2 Service Broker folder. 

Bytezoom.Services.DocuSignAPI.dll 
Bytezoom.Services.DocuSignAPIHelper.dll 
Microsoft.IdentityModel.dll 
Microsoft.IdentityModel.JsonWebTokens.dll 
Microsoft.IdentityModel.Logging.dll 
Microsoft.IdentityModel.Tokens.dll 
Newtonsoft.Json.dll 

 
To: 

C:\Program Files (x86)\K2 blackpearl\ServiceBroker 
Or 

C:\Program Files (x86)\K2\ServiceBroker 

15. Restart K2 Service. 

16. Use SmartObject Service Tester Tool to Register a Service Type. 

Service: Bytezoom.Services.DocuSignAPI.ServiceBroker 

Display Name: Bytezoom DocuSignAPI 



   

17. In SmartObject Service Tester, select Bytezoom DocuSignAPI and register new ServiceInstance. 

18. Set Authentication Mode to ServiceAccount. 

19. Set DocuSign URL to https://www.docusign.net/ or https://demo.docusign.net/. 

20. Set Integration Key to [Your Integration Key]. 

a. Browse Admin Panel of your DocuSign account. 

b. Click API and Keys. 

c. Copy Integration Key. 

 

d. Paste Integration Key into SmartObject Service Tester. 

21. Set User ID to [Your User ID]. 

a. Browse Admin Panel of your DocuSign account. 

b. Click API and Keys. 

c. Copy your User ID. 

 

d. Past User ID into SmartObject Service Tester. 

22. Set K2 Host Name to [Your K2 Host Name]. 

23. Set K2 Host Port to [Your K2 Host Port]. 

24. Set RSA Private Key File Path to [Your RSA Private Key File Path]. 

25. Set URI of the Authentication Service Instance to account-d.docusign.com or account.docusign.com/oauth/auth 

26. Click Next. 

https://www.docusign.net/
https://demo.docusign.net/


 

27. In the Add Service Instance dialog: 

• Set System and Display Name to: Bytezoom.Service.DocuSignAPI. 

• Set the GUID to: 707cc83e-34f6-4a46-b985-0eb6bcf35528. 

 

28. Click Add. 

 

29. Click OK on the Success message. 



Installing DocuSign Web Service 

1. Select DocuSignConnect.zip. 

2. Right click and choose Properties. 

3. Unblock the file. 

4. Click Apply. 

5. Click OK. 

 

6. Right click the zip file and choose Extract All. 

Note: The installation will fail if the zip file is opened windows explorer and files copied from there without 

extracting. 

7. Open the extracted folder. 

8. Copy contents to Web applications folder. 

Example: C:\inetpub\DocuSignConnect 

9. Open IIS Manager. 

10. Select current connection. 

11. Right click and choose Add Site. 

12. Set Site name to DocuSignIntegrationWebService. 

13. Set Physical path to C:\inetpub\DocuSignConnect. 

14. Set Type to https. 

15. Set Host name to [Your Host name]. 

16. Set SSL certificate to [Your SSL certificate]. 

17. Click OK. 

 



 

18. Select Application Pools under your connection. 

19. Select DocuSignIntegrationWebService application pool. 

20. Right click and choose Advanced Settings. 

21. Configure Identity. 

22. Select Custom account. 

23. Click Set. 

24. Set Credentials for user that will have access to the DocuSign database. 

25. Click OK. 

26. Click OK. 

27. Click OK. 

 

28. Browse the website. 

29. Click Show SQL script. 

30. Copy script. 

 



 

31. Open SQL Server Management Studio and connect to your SQL server. 

32. Click New Query. 

33. Past copied script. 

34. Click Execute. 

 

35. In SmartObject Service Tester, select SQL Server Service and register new ServiceInstance. 

36. Set Authentication Mode to ServiceAccount. 

37. Set Database to DocuSign. 

38. Set Server to [Your Server]. 

39. Click Next. 

40. Set System Name to DocuSign. 

41. Set Display Name to DocuSign. 

42. Click Add. 

43. Click OK. 



 

44. Open Web.config file located at the DocuSignConnect folder. 

Example: C:\inetpub\DocuSignConnect\Web.config 

45. Set k2ConnectionString to [Your k2ConnectionString]. 

Example: 

Integrated=False;IsPrimaryLogin=True;Authenticate=True;EncryptedPassword=False;CachePassword=True;Host=loc

alhost;Port=5555; 

46. Set k2ConnectionStringForTask to [Your k2ConnectionStringForTask]. 

Example: 

Integrated=False;IsPrimaryLogin=True;Authenticate=True;EncryptedPassword=False;CachePassword=True;Host=loc

alhost;Port=5252;SecurityLabelName=K2; 

47. Set k2UserID to K2 Service user. 

48. Set k2Password to [Your K2 Service Password]. 

a. Browse https://[Your Host]:443/. 

b. Enter [Your K2 Service Password]. 

c. Click Encrypt. 

d. Copy Encrypted Password. 

 



e. Past Encrypted Password to Web.config. 

49. Set k2Host to [Your k2Host]. 

50. Set debug to True. 

51. Set EnvelopesSmartObject to Envelopes. 

52. Set LogsSmartObject to Logs. 

53. Set PowerFormSmartObject to DocuSignAPIPowerForm. 

54. Save changes of Web.config file. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Configuring DocuSign Connect 

1. Login to DocuSign website. 

 

2. Open Settings. 

 

3. Open Connect. 

 

4. Click Add Configuration. 

 

5. Click Custom. 



 

6. Set Name to K2. 

7. Set URL to Publish to https://[HostName]/DocuSignProcessing.asmx/DocuSignConnectUpdate. 

 

 
NOTE! Replace HostName by your DocuSign web service URL. 

 

 

8. Set Data Format to REST v2.1. 

https://[HostName]/DocuSignProcessing.asmx/DocuSignConnectUpdate


9. Set Event Message Delivery Mode to Aggregate.

 
10. Check all of Envelope Status. 

 

11. Click Add. 

 

 

 

 

 

 

 

 

 

 

 

 



Deploying the SmartObjects 

1. Select the deployment package DocuSignAPI.SmartObjects.kspx. 

2. Right click on the selected file and choose Deploy from the context menu. 

3. Click Next. 

 

4. Click Next. 

 

5. Click Finish. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



DocuSign App Go-Live Process 

To promote your DocuSign app to the production environment, you should have done 20 successful API calls per last 30 

days. If you don’t have those calls done, your DocuSign app will displaying the next statuses under the Go-Live Status: 

Not started 

 

or Not enough API calls 

 

To make all required API calls done, you can use method “Make API Calls For Go-Live” of Account SmartObject. 

 
NOTE! You should have deployed DocuSignAPIAccount SmartObject or generated SmartObject from Account 
service object of DocuSignAPI service broker. 

 

Once SmartObjects of DocuSignAPI service broker are deployed/generated on your environment. Do following steps: 

1. Open SmartObject Service Tester. 

2. Find DocuSignAPIAccount SmartObject. 

3. Right click on DocuSignAPIAccount SmartObject. 

4. Select Execute SmartObject. 

5. Set Method to Execute to Make API Calls For Go-Live. 

6. Click Execute. 



 

Result of Make API Calls For Go-Live method displays a list of executed API calls and their statuses. If all of API calls were 

done successfully, you can submit your DocuSign app for review: 

1. Login to Demo DocuSign website. 

 

2. Open Settings. 

 

3. Open App and Keys. 



 

4. Find your App. 

5. Click Submit for review. 

 

6. Click Submit for Review. 

 

7. Wait until review is done. 

 

 

 

 

 

 

 

 

 

 

 



Licensing DocuSignAPI SmartObjects  

Bytezoom DocuSignAPI Service Broker Trial includes a free 30 days trial license. To continue using DocuSignAPI beyond 

the initial 30 days, you need to purchase a permanent license. You can purchase a permanent license at: 

https://www.bytezoom.com/product/docusignapi-service-broker/ 

After purchasing a license: 

1. Run LicenseInfo Smartobject.GetInfo in SmartObject Service tester. 

 

2. Send the Machine Name and Hardware ID by email to info@bytezoom.com. 

3. Receive a DocuSignAPI.bzlic license file by email. 

4. Copy DocuSignAPI.bzlic file to K2 Service Broker folder and Restart K2 Service. 

 

 

 

 

 

https://www.bytezoom.com/product/docusignapi-service-broker/
mailto:info@bytezoom.com


Licensing DocuSignConnect Web Service 

Bytezoom DocuSignConnect Web Service Trial includes a free 30 days trial license. To continue using Bytezoom 

DocuSignConnect Web Service beyond the initial 30 days, you need to purchase a permanent license. You can purchase 

a permanent license at: 

https://www.bytezoom.com/product/docusignapi-service-broker/ 

After purchasing a license:  

1. Browse https://[Your Host]:443/. 

2. Click Show License Info. 

3. Send the Hardware ID by email to info@bytezoom.com. 

 

4. Receive a DocuSignAPI.bzlic license file by email. 

5. Copy DocuSignAPI.bzlic file to C:\inetpub\DocuSignConnect\bin\ folder and reset IIS. 
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