Creating DocuSign App

1. Login to Demo DocuSign website.

DocuSign

Log In

Email ~

Enter email

NEXT

No account? Sign up for free

2. Open Settings.

DocusSign eSignature Home  Manage

3. Open App and Keys.

INTEGRATIONS

GConnect

Apps and Keys
APl Usage Genter

Payments

4. Click Add App and Integration Key.

Apps and Integration Keys

Templates

@

No Integration Keys found

5. Enter App Name.
6. Click Create App.

Add Integration Key

App Name *

=

CREATE APP CANCEL

7. Click Generate RSA under Authentication section.

Reports

Settings

ADD APP AND INTEGRATION KEY



Authentication

Mot sure which settings to use?Learn more

INo

% User Application

)) Authorization Code Grant

() Implicit Grant
Secret Keys

+ ADD SECRET KEY

3
@ Service Integration
B

DocusSign can generate a Keypair for you or you can upload your own
public key.

RSA Keypairs (ID)

+ GENERATE RSA + UPLOAD RSA

8. Once RSA Keypair is generated, copy RSA Private Key.

RSA Keypair

Public Key

]

MIIBIjANBekghkiGow@BAQEFAAOCAQBAMIIBECgK CAQEAL Z2NXvASBgDOW3BtALhN

oQIDAQAE

]

MIIEpATBAAKCAQEALg2NxwiWSBqDOwW3BtALhnggkBIHSAIXFaBKWKVTRSMHEPHUFT

XiagSAodExZINOEVS/ex515186wy pmUgSaVEl jol15ivWT40mpiNs Q==
----- END R5A PRIVATE KEY-----

CLOSE

NOTE! Copied RSA Private Key should contain “ GIN RSA PRIVATE KEY
” rows too.




9. Paste RSA Private Key to Notepad.

"] Untitled - Notepad - O X
File Edit Format View Help

MIIEogIBAAKCAQEArsAWzpikIKx5+umkK4R1cp6/3A1Cr32L1gHt@3APVFUGZgdn
z05cz5yB4LI7BUde+Rs8SNeHv Ivwul8xoUSKqTABFn8yPHNgCT5EpelPTVCTrsrz
T2u+v/0rU3TQsGZNCQPrMkHGXNN1r5PRyR807ys TO9y1bvkQEwtFHf rdZtdwTLugh
9qwzNXjMWizoQ3FMGmAEChgf]z5AGTUKAL /4Co0CWO85mGAxoHIye FHrGFuiYbd3
KVUB6NnFhZgycP2fSnNj6cMI2pBStKeXYgseGQESh2WvgqDQHdLNvz LRUok / 7muVc
7IKqR4R sMH/C7rcewsBkI198EjULAY0s0] FUQIDAQABAOIBABFt3ih31/LcUQQ6
FmIywllYPuFIRaGHIcB+CfL54cFGCCzsUSebs Iwy f7wl(t4dDwZC16zLWsFaZXIay
J0iSUhlizrMttOx5M2x0lf84pobvCTPHUS3Tuss5WebmeYQHLgIGrogiMFmESBES
dZSKMPggwfzsvLhC33iwl+EnF18re7Ucah/OrhmnbwYv9elP684dighnBeMRNBUL
G5YWjDz rXAOAKDDAEJTdE13NuPLPVEKHtbAIWF1Sdgh6Vxz+EB4eBLgdZC9j6gbf
cDxPQcyFiAzdgrTBMi5BNQbI92RrC8uIHUKNASNZAXYbOpvpKs3Zi5Tclax+eNHR
hMRBXnMCgYEA+qcWKitiXSeS364Telm6ISMXuftEwSKdEHTE+Zalw+aVBapFUM3o
/OmIo8MkR7KiENQqux9yoziY/RWLP2HvcqBVmgQk19nZyv6Ma ju7fxqbdg]jqdKm
Nm/ /BM71kKj8Wev10jSr/hc8Faxy4lc]lghmrDieCzuaR10rND+9/b8CgYEASnp4
R+Rr1ITH/uYaS9PjREKBCahws zeick22/0XDCloCt3r6rdUCokNfQlig7eMok3GY
icCG+ZC0zpwelqxFoBxjdrYz6wSU3hrDsyBXGPSmNdM50VD8]S//iwiH+DG7hxX0B
niefTsjo31iyVHEBHmMvvtbrdkNgcFGCWULSOPIOBCEYAY1p2BAAKBuUUkYK ORAap2
DCw/dk03Yor1C8dqeI6AETHYYEGUb5SkhfP/oZwEgIyPgjEDULVXN5MieKORUyEn
JH1hP3jLgK5x86173y7C+D9EZvmA+oc8PI5Xflnvh /RBaf1DFfX1FBsetBTp746f0
FGtVB2161pR6lAVeecZMhukBgG7HgXzuFLABsn50iKFkPr4RoVIDUKCMUbHESV2G
BBg2eFU2afaAXpujcdHYT2N+PDZInAcBOyTiCNAGaeJTANT8nn7@BXrxTPaullZTAD
kMCHqcvi7XRpdjilUlmVe//jrogsYijaGVlVrYs7BUSEFFIN0]31/Lx4xwlUG9qlBY

10. Save file with “.pem” extension.

7 Save As X

« < 4 || s ThisPC > Deskiop » DocuSignAPI v| @ | Search DocuSignAPl P

Organize ~ New folder =+ @
A Name - Date medified Type Size

# Quick access
[ Desktop r Mo items match your search.
4 Downloads
Documents
| Pictures »*

v < >
File name: | DocuSignAPl.pem ]
Save as type: | All Files (1) v

A Hide Folders Encoding: |ANS\ V| | Save | | Cancel |

11. Click Add URI under Additional Settings section.
12. Set URI to https://localhost.
13. Click Save.

Additional settings

Redirect URIs

*  hitpsviocalhost

+ ADD URI

Link to Privacy Policy

| hitp://wvrw.example.com/privacy ‘

Link to Terms of Use

| http://www.example.comvterms ‘

14. Browse the link:
https://account-
d.docusign.com/oauth/auth?response_type=code&scope=signature+impersonation&client_id=XXXXXXXX-XXXX-
XXXX-XXX-XXXXXXXXXXXX&redirect_uri=https://localhost

NOTE!
a. Replace XXXXXXXX-XXXX-XXXX-XXX-XXXXXXXXXXXX by your Integration Key.

b. Use https://account-d.docusign.com on development environment.
c. Use https://account.docusign.com on production environment.



https://localhost/
https://account-d.docusign.com/
https://account.docusign.com/

15. Click Allow Access.

& DocuSign x +

<« (& 8@ account-d.docusign.com/oauth/auth?response_type=codefscope=signature20impersonat...

DocuSign

K2 is Requesting Permission

» This application will be permitted to request access to
your account without you being presant.

+ Greate and send envelopes. Obtain links for starting
signing sessions.

The application you are connecting to is not provided by
DocusSign, Inc. By ting ALLOW AGCESS, you are
allowing the application to use your information in
accordance with their respective terms of service and
privacy policies.

ALLOW ACCESS

CANCEL

Powered by DocuSign

Engiish (US)* ContactUs Terms of Use Privacy Intellectusl Property Trust

®

W




Installing DocuSignAPI Service Broker

1. Download the zip file.

2. Rightclick and choose Properties.
3.  Unblock the file.

4. Click Apply.

5. Click OK.

6.

Right click the zip file and choose Extract All.

Note: The installation will fail if the zip file is opened windows explorer and files copied from there without
extracting.

7. Open the extracted folder.

8. Select DocuSignAPl.zip.

9. Right click and choose Properties.

10. Unblock the file.

11. Click Apply.

12. Click OK.

13. Right click the zip file and choose Extract All.

Note: The installation will fail if the zip file is opened windows explorer and files copied from there without
extracting.

14. Copy 7 DLLs to the K2 Service Broker folder.

Bytezoom.Services.DocuSignAPI.dll
Bytezoom.Services.DocuSignAPIHelper.dll
Microsoft.ldentityModel.dl|
Microsoft.ldentityModel.JsonWebTokens.dll
Microsoft.ldentityModel.Logging.dll
Microsoft.ldentityModel.Tokens.dll
Newtonsoft.Json.dll

To:
C:\Program Files (x86)\K2 blackpearl\ServiceBroker
Or
C:\Program Files (x86)\K2\ServiceBroker

15. Restart K2 Service.
16. Use SmartObject Service Tester Tool to Register a Service Type.

Service: Bytezoom.Services.DocuSignAPI.ServiceBroker
Display Name: Bytezoom DocuSignAPI



O
File Tools View Help
£] Refresh All Ij Server Properties | Register ServiceType = Register Servicelnstance '&ADO Cuery ¥ Export SmartObjects

Al

Bl ServiceObject Explorer A
_| s

Register SmartOhject Service Type - O X
Select Service Type

Service |Bytezoom.Sentices.DocuSignAPl.SewiceEmker e |

Service Type Information

System Name | Bytezoom Services. DocuSign AP Service Broker

|
Display Name |Bytezoon1 DocuSignAP|| |
Description | |

|

Guid |4f293042-5105-4380- 845 420c 006304

Cancel Add
;‘ v

LOCALHOST:5555 -

17. In SmartObject Service Tester, select Bytezoom DocuSignAPI and register new Servicelnstance.
18. Set Authentication Mode to ServiceAccount.
19. Set DocuSign URL to https://www.docusign.net/ or https://demo.docusign.net/.
20. Set Integration Key to [Your Integration Key].
a. Browse Admin Panel of your DocuSign account.
b. Click APl and Keys.
c. Copy Integration Key.

Apps and Integration Keys

App Name Integration Key Environmen t

k2 o« I C—

d. Paste Integration Key into SmartObject Service Tester.
21. Set User ID to [Your User ID].

a. Browse Admin Panel of your DocuSign account.

b. Click APl and Keys.

c. Copy your User ID.

# My Account Information

User ID
A . )

d. Past User ID into SmartObject Service Tester.
22. Set K2 Host Name to [Your K2 Host Name].
23. Set K2 Host Port to [Your K2 Host Port].
24. Set RSA Private Key File Path to [Your RSA Private Key File Path].
25. Set URI of the Authentication Service Instance to account-d.docusign.com or account.docusign.com/oauth/auth
26. Click Next.


https://www.docusign.net/
https://demo.docusign.net/

Edit Service Instance — O *

Service Authentication

Authertication Mode hal
Security Provider

0Auth Resource

OAuth Resource Audience

User Name
Password
Extra | |
Service Keys
DocuSign URL - Required https://demo docusign net
itegaton Key -Fequred E
UserID - Required 4 -
URI of the Authentication Service Instance - Required |account-d.docusign.com
K2 Host Name - Required localhost
K2 Host Port - Required FRES
RSA Private Key File Path - Required . \ServiceBroker\DocuSignAP] pem

Cancel Next

27. Inthe Add Service Instance dialog:
e Set System and Display Name to: Bytezoom.Service.DocuSignAPI.
e Set the GUID to: 707cc83e-34f6-4a46-b985-0eb6bcf35528.

Add Service Instance — O >
Sevicelnstance information

System Name |Eh_,.ftemu::m.Sewice.DDcuSignﬂF‘l |
Display Name |B'_.rtezu|::m DocuSignAP] Service |
Description DocuSign AP Integration by Bytezoom

Guid F07cchle-146-4a46 b 5085 Oebfbof 35528

Cancel Back Add
28. Click Add.
Success x

o Service Instance added successfully. Bytezoom DocuSignAPl Service

29. Click OK on the Success message.



Installing DocuSign Web Service

Select DocuSignConnect.zip.
Right click and choose Properties.
Unblock the file.

Click Apply.

Click OK.

ok wnN e

General Securty Details  Previous Versions

4y

"g |Docu5ignC0nned

Type of file:  Compressed (zipped) Folder (.zip)

Opens with: " Windows Explorer Change...

Location: Cilsers'Dennis'Desktop
Size: 417 KB (427,334 bytes)
Size on digk: 420 KB (430,080 bytes)

Created: Monday, February 3, 2020, 6:53:04 PM
Maodfied: Maonday, February 3, 2020, 5:33:30 PM
Accessed: Today, February 3, 2020, $:33:30 PFM

Atributes: [JRead-only []Hidden Advanced. ..
Security: This file came from another
computer and might be blocked to (] Unblock
help protect this computer.
oK Cancel Apply

6. Right click the zip file and choose Extract All.

Note: The installation will fail if the zip file is opened windows explorer and files copied from there without
extracting.

7. Open the extracted folder.
8. Copy contents to Web applications folder.

Example: C:\inetpub\DocuSignConnect

9. Open IIS Manager.

10. Select current connection.

11. Right click and choose Add Site.

12. Set Site name to DocuSignintegrationWebService.
13. Set Physical path to C:\inetpub\DocuSignConnect.
14. Set Type to https.

15. Set Host name to [Your Host name].

16. Set SSL certificate to [Your SSL certificate].

17. Click OK.



L) e - o x
. Add Websit 7 X
« @5 LaB0S » eoste &
File View Help Site name:
Connections [ < [o Select... Actions
€- i -3 CLEDLEEEY Manage Server
3 Start Page Physical path:  Restart
= LABOS (SMARTKZ Cihinetpub\D: Connect »
~n
Pass-through authentication a
Connect as... Test Settings...
Binding n
Type: P address: © Gt New Web Platform
hitps v | |All Unassigned “ - Components
@ Help
Host name: .
[1305 smart2.bytezoom.com| |
[ Require Server Name Indication
SSL certficate:
1ab05.smartk? bytezoom.com 2019/12/14 114745 A | | select.. o
Start Website immediately
v
Ready &

18. Select Application Pools under your connection.

19. Select DocuSignintegrationWebService application pool.

20. Right click and choose Advanced Settings.

21. Configure Identity.

22. Select Custom account.

23. Click Set.

24. Set Credentials for user that will have access to the DocuSign database.
25. Click OK.

26. Click OK.

27. Click OK.

armation Services (IIS) Manage - o X
<« [} » LABDS » Application Pools Set Credentials 2 %
File View Help
User name: L
Connections
@) Application Pools Advan [sMARTKZ\Admirisator |
G-HZ B . Password:
.4 Start Page ) - It5...
783 This page lets you view and manage the list of application | Enable 32-Bit Applications _ False [, =
<95 LABOS (SMARTK2\Administrator) mere applications, and provide isolation ameng different | Msnaged Pipeline Mode P | |
-5} Application Pools e Confirm password:
o8 Sites Filter: - ¥ Go - Ghshow Al | § Name ‘
@k Mame Status  NETCLR| ?t“i“;LZ""" O Buit-in account:
: art Mode
& DocuSignintegration\WebService I NETvas Started w40 v U ApplicationPoolldenti
L2 NET A5 Classic Started 40 Limit (percent) g Cancel
= ] Custom account:
?"Defau\mppl’un\ Started 2.0 Limit Action
-.;‘:’Defau\mpppoo\_netd Started A0 Limit Inerval (minutes)
Y DocuSignintegrationWebSer... Started w0 Processor Affnity Enabled Jos
Processor Affinity Mask
Processor Affinity Mask (64-bit
v Process Model Cancel |E=
Generate Process Model Event —
Identity ApplicationPoolldentity TP
Idle Time-out (minutes) E
Idle Time-out Action Terminate
Load User Profile False
Maximum Worker Processes 1 v
Identity
[identityType, username, password] Cenfigures the application pool to run
25 buift-in account, L. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specffic user identity.
oK Cancel
< | >
Features View Content View
Ready [E

28. Browse the website.
29. Click Show SQL script.
30. Copy script.




@ DocuSign Integration WebServic: X 4

& C @ hitpsy/lab05.smartk2.bytezoom.com:443/ » 0O 2

DocuSign Integration WebService

* DocuSign Connect Configurations

Show Licensing Info

Encrypt password for config: | | Encrypt |

Manual Complete EnvelopID or PowerFormID. ‘ Complete |

Show SQL script

USE [master]
GO

f==%=%% Qbject: Database [DocuSign] *=**==/
CREATE DATABASE [DocuSign]

GO

USE [Docusign]

/¥¥7F" Qbject: Table [dbo].[Envelopes] **++r+/
SET ANSI_NULLS ON

G0

SET QUOTED_IDENTIFIER ON

G0

CREATE TABLE [dbo].[Envelopes](
[ID] [bigint] IDENTITY(1,1) NOT NULL,
[PowerformID] [nvarchar](10@) NULL,
[EnvelopeID] [nvarchar](18@) NULL,
[EnvelopeStatus] [nvarchar](16@) NULL,
[SN] [nvarchar](18@) NULL,

31. Open SQL Server Management Studio and connect to your SQL server.
32. Click New Query.

33. Past copied script.

34. Click Execute.

5 SmartK2eSign.sql - not connected* - Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctrl+Q) Pl B x
File Edit View Query Project Tools Window Help
-0\ - ENvey BRBRAM X TO|2-C-|H S SmEeEE-.
¥ | | b Becute = v 328 O[30 @ | E@0| === 0,
Smartk2eSign.sql - not connected® & X 3
USE [master] E
Go
[***#x% gbject: Database [DocuSign] ******/
CREATE DATABASE [DocuSign]
GO
USE [DocuSign]
JEE*Ex% ghject: Table [dbo].[Envelopes] #xx¥k%/
SET ANSI_NULLS ON
GO
SET QUOTED_IDENTIFIER ON
GO
CREATE TABLE [dbo].[Envelopes](
[1ID] [bigint] IDENTITY(1,1) NOT NULL,
[PowerFormID] [nvarchar](1ee) NULL,
[EnvelopeID] [nvarchar](1ee) NULL,
[EnvelopeStatus] [nvarchar](1ee) NULL,
[SN] [nvarchar](1ee) NULL,
[K2Taskstatus] [nvarchar](1ee) nuLL,
CONSTRAINT [PK_DSEnvelopes] PRIMARY KEY CLUSTERED
(
138% ~ 4 »
*§ Disconnected.

[ Ready Ln47 Col3 Ch3 INS

35. In SmartObject Service Tester, select SQL Server Service and register new Servicelnstance.
36. Set Authentication Mode to ServiceAccount.

37. Set Database to DocuSign.

38. Set Server to [Your Server].

39. Click Next.

40. Set System Name to DocuSign.

41. Set Display Name to DocuSign.

42. Click Add.

43. Click OK.



| o

| W
|
File Tools View Help

| = .. Service Types ) : )

|+ 2] Refresh All d Server Properties |3 Registe t SmartObjects X Delete Multiple SmartObjects ﬂ Create Xml From Sodx ~ _ |
= h Service Types [5aL Server Servies ]
[Z] Dynamics 365 for Sales -
-TZ| Endpoints Assembly

Endpoirts WCF Service Authentication

| Endpairts WebService

=] Exchangs Oriine
| Featurs Settings
= | Google Drive

1| K2for SharsPoint Accelerators
=] K2 Generic Settings Service

Workflow Reporting
Wordlow Service

Authertication Mode |SEW.EEA¢guum

v

Security Provider
OAuth Resource

Success X

o Service Instance added successfully. DecuSign

(2] K2 Management OAuth Resource Audience
| K2 Workspace
Loensing Servics User e
g’l;::&amcaﬁmker Password Sevicelnstance information

[Z] OneDiive Exra System Name [DocuSign |
-] Oracle Service Service Keys Di

B isplay Mame DocuSign

|| PDF Converter StoredProc Dataset Execution false | |
-[£] REST On Dfferent SQL Server - Required ol Desciption Provides K2 blackpear with the capabilties required to
-[Z] Salesforce interface with Microsoft SQL Server.

5] Salesforoe (Legacy) Non-word character replacement for obiect system names - Required | )

2] SharsPoint 2013 Setthe mpersonation user on the DB Contextinfo falee Guid 027cf b 1-4cf4 46209001 2171302 Kd

[ SharePaint 2013 Integration Tl b 0

[Z] SharePairt Functions

I SmartBox Servics Database Maximum Decimal Value - Required 239 Cancel Back
-'Z] SmantObject Service Functions Database - Required DocuSign I

; SGL Reporting Service Server - Required LOCALHOST
-] SQL Server Service Use parameters for stored procedures - Required .

.| Sync Service
-[] Task Alocation Servics SAES A false

T User Rale Manager Service Use Native SQL Execution - Required true

[Z] Web API Settings Encrypt connection false v

SmartObject Explorer

.

LOCALHOST:5355 ~

44. Open Web.config file located at the DocuSignConnect folder.

Example: C:\inetpub\DocuSignConnect\Web.config

45. Set k2ConnectionString to [Your k2ConnectionString].

Example:
Integrated=False;IsPrimaryLogin=True;Authenticate=True;EncryptedPassword=False;CachePassword=True;Host=Iloc
alhost;Port=5555;

46. Set k2ConnectionStringForTask to [Your k2ConnectionStringForTask].

Example:
Integrated=False;IsPrimaryLogin=True;Authenticate=True;EncryptedPassword=False;CachePassword=True;Host=Iloc
alhost;Port=5252;SecurityLabelName=K2;

47.
48.

Set k2UserID to K2 Service user.

Set k2Password to [Your K2 Service Password].
a. Browse https://[Your Host]:443/.
b. Enter [Your K2 Service Password)].
c. Click Encrypt.
d. Copy Encrypted Password.

@ DocusSign Integration WebServic. X +

& C @ nttpsy//lab05.smartk2 bytezoom.com:443/ » O &

DocuSign Integration WebService

s DocuSign Connect Configurations

Show Licensing Info

Encrypt password for config: |K2pass! | Encrypt |

Encrypted Password: 6d7178zJwYXNzIQ$513120

Manual Complete EnvelopID or PowerFormID: ‘ Complete |

Show SQL script




e. Past Encrypted Password to Web.config.
49. Set k2Host to [Your k2Host].
50. Set debug to True.
51. Set EnvelopesSmartObject to Envelopes.
52. Set LogsSmartObject to Logs.
53. Set PowerFormSmartObject to DocuSignAPIPowerForm.
54. Save changes of Web.config file.

[ chinetpub\DocuSignConnect\Web.config - Notepad+ + [Administrator] - m] x

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window 7

s = ==
cHEHERGE| sab|lpe|dylx x| EBE|=T =] Fle®| e =D b g e
Eiweb.cunﬁgml
1 <?xml version="1.0"?>
2 E<cunfiguretiun>
3 = <appSettings>
4 v="aspnet:UseTaskFriendlySynchronizationContext" value="true"/>
5 "k2ConnectionString" v =

"Integrated=False;IsPrimaryLogin=True;Anthenticate=True:EncryptedPassword=False:CachePassword=True Host=localhost;Port=5555;" />

& <add key="k2ConnectionStringForTask" value=

"Integrated=False;IsPrimaryLogin=True;Aunthenticate=True ;EncryptedPassword=False;CachePassword=True Host=localhost;Port=5252;Securit
ylabelName=K2:" />

7 <add key="k2UserID" value="SMARTR2\F2Servicelab05" />

<add key="k2Password" value="6d717SzJw¥XNzIQ$513120" />
<!-- encrypted -->
<add key="kZHost" wval "localhost" />
<add ki debng" va "true" />
<add ki "writeLocalFileExceptionLog" wal "true" />
<add k LocalFileExceptionLogPath" wva "C:\inetpub\DocnSignConnect\DocuSignConnect. Llog" />
<add k "EnvelopesSmartObject” value="Envelopes"/>
<add kt LogsSmartObject" wa Logs"/>
<add k "PowerFormSmartObject" value="PowerForm BytezoomServiceDocuSignAPI"/>
F  </appSettings>
Ll <system.web>
<webServices>
<protocols>
<add n HEtpGet" />
P G SN

eXtensible Markup Language file length: 2,573 lines: 52 Ln:1 Col:22 Sel:0|0 Windows (CRLF)  UTF-8-BOM INS




Configuring DocuSign Connect

1. Login to DocuSign website.

DocuSign

Log In

Email ~

Enter email

NEXT

No account? Sign up for free
2. Open Settings.

DocuSign eSignature Home Manage Templates Reports Settings

3. Open Connect.

INTEGRATIONS
GConnect

Apps and Keys

APl Usage Genter

Payments
4. Click Add Configuration.

Connect

DocusSign Gonnect is a push service that sends real-time data updates to external applications.

APPLICATIONS CONMECT KEYS PUBLISH LOGS FAILURES

ADD CONFIGURATION ¥

5. Click Custom.




Connect

Docusign Connect is a push service that sends real-time data updates to external applications.

APPLICATIONS COMNNECT KEYS PUBLISH LOGS FAILURES

ADD COMNFIGURATION ¥

g Custom

Q Custom Recipient

6. Set Name to K2.
7. Set URL to Publish to https://[HostName]/DocuSignProcessing.asmx/DocuSignConnectUpdate.

NOTE! Replace HostName by your DocuSign web service URL.

Connect Configurations List » Add Gustom Gonfiguration

Add Custom Configuration

Listener Settings

Status

| Active Connaction v |

Name =

= |

UAL to Publish ~

| https/lab05 smartk2.bytezoom.com:443/DocuSignProce |

HTTPS required

Enable Log (maximumm 100}

Require Acknowledgement

8. Set Data Format to REST v2.1.


https://[HostName]/DocuSignProcessing.asmx/DocuSignConnectUpdate

9. Set Event Message Delivery Mode to Aggregate.
Event Settings

Data Format

| REST v2.1 v |

This cannot be changed once the configuration is saved.

Event Message Delivery Mode (3)

| Aggregate v |
This cannot be changed once the configuration is saved.

10. Check all of Envelope Status.

Trigger Events

Envelope Events:

Envelope Sent

Envelope Delivered
Envelope Signed/Completed
Envelope Declined

Envelops Voided

11. Click Add.

ADD CONFIGURATION CAMCEL



Deploying the SmartObjects

1. Select the deployment package DocuSignAPl.SmartObjects.kspx.

2. Right click on the selected file and choose Deploy from the context menu.

3. Click Next.

Sm Select Package O e
Select the package you wish to deploy
File Name: C:\Users\Administrator, SMARTK 2 \Desktop\DocuSignAPT, SmartObiects. kspx Browse
Name: DocuSignAPL.SmartObjects
Description:
Options
Package Configuration: Continue deploying packaged items if one or more items cannot be deployed
Remember my settings
Automatically map matching SharePoint lists and libraries when deploying
Packaged Items: (® Automatically select all items (recommended)
(O Manually select spedific items
Analyze: [] Automatically re-analyze after each change
@
4. Click Next.
2 Deploy Package O
Validate the deployment package and configure items for deployment
Configure Analyze ..')_;_—".. Filter =
Name Type Action Status Properties  Dependendes Used By
E-fE All Ttems Category Name Type Value
=[] [ Bytezoom Category
E-[] 0 smartCbjects Category
@] DocuSignAPTAccount SmartObject Create New SmartObject ) Ready
o] DocuSignAPTAccountBra...  SmartObject Create New SmartObject ) Ready
o] DocuSignAPIConnectFail... SmartObject Create New SmartObject ) Ready
@] DocuSignAPIDocument SmartObject Create Mew SmartObject ) Ready
@] DocuSignAPIEnvelope SmartObject Create Mew SmartObject ) Ready
@] DocuSignAPILicensinglnfo  SmartObject Create Mew SmartObject ) Ready
@] DocuSignAPIPowerForm SmartObject Create Mew SmartObject ) Ready
a| DocuSignAPIR ecpient SmartObject Create New SmartObject ) Ready
a| DocuSignAPTTemplate SmartObject Create New SmartObject ) Ready
= )——" Additional Items (Uncategarized)
E Bytezoom DocuSignAPI Service Service Insta... Reference Existing Service ':_} Using: Service
Items to be deployed: 13
o

5. Click Finish.




&= Deploy Package - Deploying DocuSignAPLSmartObjects. kspx O e

Description Duration

@ DocuSignAPL SmartObjects. kspx 1s
@ DocuSignAPITemplate SmartObject 303 ms
@ DocuSignAPIRedpient SmartObject 109 ms
@ DocuSignAPIPowerForm SmartObject 107 ms
@ DocuSignAPILicensingInfo SmartObject 109 ms
a DocuSignAPIEnvelope SmartObject 106 ms
(’} DocuSignAPIDocument SmartObject 102 ms
@ DocuSignAPTLAccountBrands SmartObject 114 ms
@ DocuSignAPLAccount SmartObject 100 ms
@ DocuSignAPIConnectFailures SmartChject 103 ms
() All tems Category 19 ms
() Bytezoom Categaory 41ms
@ SmartObjects Category 113 ms

@ Post-Deployment 1s

Save Log

ncel




DocuSign App Go-Live Process

To promote your DocuSign app to the production environment, you should have done 20 successful API calls per last 30
days. If you don’t have those calls done, your DocuSign app will displaying the next statuses under the Go-Live Status:

App Name Integration Key Environment Go Live Status
Not started
L]
< | Developmert Make 20 successiul APl cals Actions @

or Not enough API calls

Apps and Integration Keys ADD APP AND INTEGRATION KEY
App Name Integration Key Environment Go Live Status
Not enough API calls
[ ] v
ke | Devsiopmant VDT e AcTions

To make all required API calls done, you can use method “Make API Calls For Go-Live” of Account SmartObject.

NOTE! You should have deployed DocuSignAPIAccount SmartObject or generated SmartObject from Account

service object of DocuSignAPI service broker.

Once SmartObjects of DocuSignAPI service broker are deployed/generated on your environment. Do following steps:

Open SmartObject Service Tester.

Find DocuSignAPlAccount SmartObiject.

Right click on DocuSignAPIAccount SmartObject.
Select Execute SmartObject.

Set Method to Execute to Make API Calls For Go-Live.
Click Execute.

AN AN



Execute SmartObject: 'DocuSignAPlAccount’ Method: 'Make API Calls For Go-Live' - O *
File  View

b Execute ] View Xml |£] Refresh SmartObject

Information

SmartObject Name:  DocuSignAP1Account

Method to Execute: |Make AP Calls For Go-Live ~ Execute

4 Input Properties

Input Properties

>( Clear Values d Generate Data

List Method Options
Paging

[] Enable Paging
Page Number: [q

Ar[ar

Page Size: 10

Fitter

[ [ s=

Order By

[ [ s=

E Results

1 of 20 | b b | Total Records: 20

APICalID AP|Reference HTTPRequestMethod HTTPRequestURL Status StatusCon ™
_ Envelope:create POST JrestapiivZ. 1/accounts/{acoountldlenvelopes SUCCESS 20
2 Envelope:update PUT JrestapiivZ. pes/ peld} | success 201
3 Envelope:create POST JrestapiivZ. 1/accounts/{acoountldlenvelopes SUCCESS 20
4 Envelope:update PUT JrestapiivZ. pes/ peld} | success 201
5 Envelope:create POST JrestapiivZ. 1/accounts/{acoountldlenvelopes SUCCESS 20
[ Envelope:update PUT JrestapiivZ. pes/ peld} | success 201 w
£ >

Execution Time: 30.309276 seconds

Result of Make API Calls For Go-Live method displays a list of executed API calls and their statuses. If all of API calls were
done successfully, you can submit your DocuSign app for review:

1. Login to Demo DocuSign website.

DocuSign

Log In

Email *

Enter email

NEXT

Mo account? Sign up for free
2. Open Settings.

DocuSign' eSignature Home Manage Templates Reports Settings

3.  Open App and Keys.



INTEGRATIONS
Connect

Apps and Keys
APl Usage Genter
Payments

4. Find your App.
5. Click Submit for review.

Apps and Integration Keys

App Neme Integration Key Environment

6. Click Submit for Review.

Request App Review

Requirements to pass review:

. . Gomplete 20 consecutive successiul AP calls in the
" past30days

Use OAuth 2.0 authentication.

Gomply With DocuSign API rules and limits.

G) Reviews may take up to 20 minutes.

SUBMIT FOR REVIEW CANCEL

7. Wait until review is done.

Go Live Status

Submit for review

ADD APP AND INTEGRATION KEY

ACTIONS ¥



Licensing DocuSignAPl SmartObjects

Bytezoom DocuSignAPI Service Broker Trial includes a free 30 days trial license. To continue using DocuSignAPI beyond
the initial 30 days, you need to purchase a permanent license. You can purchase a permanent license at:

https://www.bytezoom.com/product/docusignapi-service-broker/

After purchasing a license:

1. Run Licenselnfo Smartobject.GetInfo in SmartObject Service tester.

Execute SmartObject: 'Licensinglnfo' Method: 'Getinfo' - O *
File  View
i b Execute ] View Xml [£] Refresh SmartObject
Information
SmartObject Mame: Licensinglnfo
Method to Execute: |

& Input Properties
Input Properties

}( Clear Values Generate Data
List Method Options

Paging
[ Enable Paging
Page Mumber:
Page Size:
Fitter
| Set
Order By
| Set
- Resutts
List Results
i od of 11| b bl | Total Records: 11
Parameter Walue
Bytezoom. Services. DocuSignAR|
Product Wersion 1.025
Wendor https:/fwrarer bytezoom. com
Hardwara 1D 92A4-CD2D-T49F-DFI8-BETO-9ECS
Licenss Status Licensad
[AssembhyVersion] 1.0~
Company Bytezoom
Licensed Hardware |0 | $2A4-CD20-T45F-D558-BETO-SECS
Start Date 12272018
Subscription DocuSignAP|
Subscription 1D 4257352012003 1TOE010-565. .

Execution Time: 1.5797437 seconds

2. Send the Machine Name and Hardware ID by email to info@bytezoom.com.
3. Receive a DocuSignAPl.bzlic license file by email.
4. Copy DocuSignAPI.bzlic file to K2 Service Broker folder and Restart K2 Service.



https://www.bytezoom.com/product/docusignapi-service-broker/
mailto:info@bytezoom.com

Licensing DocuSignConnect Web Service

Bytezoom DocuSignConnect Web Service Trial includes a free 30 days trial license. To continue using Bytezoom
DocuSignConnect Web Service beyond the initial 30 days, you need to purchase a permanent license. You can purchase
a permanent license at:

https://www.bytezoom.com/product/docusignapi-service-broker/

After purchasing a license:

1. Browse https://[Your Host]:443/.
2. Click Show License Info.
3. Send the Hardware ID by email to info@bytezoom.com.

@ DocuSign Integration WebServic. X +

& C @ labD5.smartk2.bytezoom.com:4443 w » O

DocuSign Integration WebService

* DocuSign Connect Configurations

o WebService Endpoint [Namespace: https://www.bytezoom.com/docusignintegration/]

Property Value
Product Name Bytezoom. WebService DocuSignConnect
Product Version 1.0.2.3
Vendor https:/www.bvtezoom.cotn
Hardware ID A4D6-E797-T49F-DS98-BET0-9ECS
License Status Licensed
[AssemblyVersion] 1.0**
Company Bytezoom
Licensed Hardware ID | A4D6-E797-T49F-D998-BE70-9ECS
Start Date 12/27/2019
Subseription DocuSignAPI
Subscription [D 4e37c3e5-acle003c-17060110-96973c63

4. Receive a DocuSignAPl.bzlic license file by email.
5. Copy DocuSignAPI.bzlic file to C:\inetpub\DocuSignConnect\bin\ folder and reset IIS.

Bytezoom LLC

3307 Evergreen Way, #707 PMB 139
Washougal, WA 98671

Telephone: +1-866-888-9556

Fax: 866-868-5550

Email: Info@bytezoom.com
Copyright 2022 All Rights Reserved
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